Guest Security & Privacy — Hospitality
Meeting Kit
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WHAT’S AT STAKE

Hotels prioritize the security and privacy of guests throughout their stay. From
arrival to departure, guest security and data confidentiality become a priority.
This involves strong physical and digital security measures throughout the
property. In addition, guests’ preferences regarding their information are
respected. Whether protecting in-room valuables or safeguarding online
transactions, prioritizing security and privacy builds trust and enhances the
overall guest experience.

WHAT’S THE DANGER

Although the hospitality industry strives to provide a safe and comfortable
environment, there can be gaps in guest safety and privacy. It is important to
be aware of these potential issues to ensure a truly relaxing and safe
experience for guests.

Here are some of the risks:
Physical Security:

e Guests’ rooms or belongings could be vulnerable to theft, assault, or
stalking if unauthorized individuals gain entry to secure areas. This could
be due to weak access control systems, faulty locks, or unattended
valuables areas.

Data Privacy:

e Hackers could steal sensitive guest information like credit card details,
passport information, or home addresses. This stolen data could be used for
identity theft, financial fraud, or even targeted scams.

e Guest data collected for reservations (names, emails, preferences) could be
sold to third parties without proper consent. This can lead to unwanted
marketing calls, emails, or even spam.

e Untrained staff might accidentally leak or misuse guest data, compromising
privacy and potentially leading to identity theft or other security risks.
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Privacy in Guest Rooms:

e While uncommon, there have been rare instances of hidden cameras being

planted in hotel rooms. This is a serious privacy violation and can be
emotionally distressing for guests.

e Thin walls or inadequate soundproofing can make it easy for guests to hear

conversations or noises from neighboring rooms, compromising privacy and
potentially disrupting sleep.

e While housekeeping and maintenance are necessary, some guests might be

uncomfortable with staff entering their rooms, especially when they’re not
present. Hotels should have clear procedures for staff access and respect
guest preferences regarding “Do Not Disturb” signs.

Smart TVs, thermostats, or voice assistants in rooms might collect data on
guest behavior or preferences. Hotels need to be transparent about what
data is collected from these devices and how it’'s used.

HOW TO PROTECT YOURSELF

Guests deserve a safe and secure haven during their travels. To ensure a worry-

free

stay, here’s how hotels and guests can work together to mitigate risks and

empower you to enjoy your stay with complete peace of mind:

What

What

Hotels Can Do:

Invest in robust access control systems, security cameras, and well-
maintained locks. Train staff on security protocols and ensure proper
procedures for lost keys or room access requests.

Implement strong encryption for guest data, have clear data privacy
policies outlining what information is collected and how it’s used, and
obtain explicit consent before sharing data with third parties. Regularly
train staff on data security best practices.

Communicate guest room privacy procedures. Train housekeeping staff to
respect “Do Not Disturb” signs and only enter rooms when authorized or upon
guest request.

Be upfront about data collection from in-room devices like smart TVs or
thermostats. Allow guests to opt out of data collection or provide clear
instructions on how to manage their privacy settings.

Workers Can Do:

Be vigilant: Report any suspicious activity or security concerns to a
supervisor immediately.

Maintain confidentiality: Never share guest information with unauthorized
individuals.

Respect guest privacy: Knock before entering rooms and respect “Do Not
Disturb” signs.

In Case Of:

Suspicious Activity: Workers should be trained to identify and report any
suspicious activity observed on the property. This could include
unauthorized individuals trying to access guest areas, guests exhibiting
unusual behavior, or signs of potential theft or vandalism.

Guest Privacy Concern: If a guest expresses concern about their privacy



being compromised, the worker should listen attentively and take their
complaint seriously. They should not discuss the details with anyone else
but direct the guest to the appropriate supervisor or manager who can
investigate and address the issue.

e Guest Emergency: Hotel staff should be trained and prepared to respond to
emergencies like medical situations or fires. This includes knowing how to
activate emergency protocols, evacuate guests safely, and provide basic
first aid if necessary.

FINAL WORD

By working together, hotels and guests can create a secure and empowered
environment. Hotels can implement strong protocols, while guests stay informed
and vigilant. Through clear communication, responsible actions, and mutual
respect, everyone can contribute to a worry-free and enjoyable hospitality
experience.



