
FCC Cybersecurity Tips

Tools and tactics to protect businesses their customers and their data from
cyber attack.

Broadband and information technology are powerful tools for small businesses to
reach new markets and increase sales and productivity. However, cybersecurity
threats are real and businesses must implement the best tools and tactics to
protect themselves, their customers, and their data. Here are ten key
cybersecurity tips to protect your small business:

Train employees in security principles. Establish basic security practices1.
and policies for employees, such as requiring strong passwords and
establish appropriate Internet use guidelines, that detail penalties for
violating company cybersecurity policies. Establish rules of behavior
describing how to handle and protect customer information and other vital
data.
Protect information, computers, and networks from cyber attacks. Keep clean2.
machines: having the latest security software, web browser, and operating
system are the best defenses against viruses, malware, and other online
threats. See antivirus software to run a scan after each update. Install
other key software updates as…
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